SUPPLEMENTAL RESOURCE LIBRARY

IRS & NIST PUBLICATIONS

IRS Publication 4557 - Safeguarding Taxpayer Data

IRS Publication 5708 - Creating a Written Information Security Plan for Your Tax Accounting_Practice

IRS Publication 5433 - Security Six Protecting Tax Data at Home and at Work

IRS Publication 1345 - Handbook for Authorized IRS e-file Providers of Individual Income Tax Returns

IRS Publication 5293 - Data Security Resource Guide for Tax Pros

IRS Publication 1075 - Tax Info Security Guidelines for Federal, State and Local Agencies

NIST Publication 7621 - Small Business Information Security: The Fundamentals

FTC SAFEGUARDS

FTC Data Breach - Response Guide

FTC Safeguards Rule - Standards for Safeguarding_ Customer Information (2023)

FTC Safeguards Rule - Standards for Safeguarding_ Customer Information (2021)


https://drive.google.com/file/d/1xAudTzXFQNaWnVxQk1h7CHNa6dAG1a_d/view?usp=drive_link
https://drive.google.com/file/d/1H_golKY1N08Ah_BCuJvQ9KJuNVnyZpNv/view?usp=drive_link
https://drive.google.com/file/d/1x_ZbmQsdcdSFtDyEaVZG87ypIrSPxXqQ/view?usp=drive_link
https://drive.google.com/file/d/1XBNJ3pZAr5A8AfJRU3TGZ5fT-IlNdFHT/view?usp=drive_link
https://drive.google.com/file/d/1xumkU535mov2Tw3oUB61Z2gkukhQXUFj/view?usp=drive_link
https://drive.google.com/file/d/1c2OsW0wy02VG54VOaQlAp55WtLYo1CCG/view?usp=drive_link
https://drive.google.com/file/d/1UTkT_eKzVoIIHblxPm1xK4NrVp_jRKf_/view?usp=drive_link
https://drive.google.com/file/d/1LEDSZjKp62T6BQ5AJyPlQLUcHY3jLZng/view?usp=drive_link
https://drive.google.com/file/d/1ITr2gKVUNhnFacDYN2ufoLdudQay2HH0/view
https://drive.google.com/file/d/1ITr2gKVUNhnFacDYN2ufoLdudQay2HH0/view
https://drive.google.com/file/d/1ITr2gKVUNhnFacDYN2ufoLdudQay2HH0/view
https://drive.google.com/file/d/1yuzHNZH9IxEBAXc9L_gOx_KVryHJ8J6t/view?usp=drive_link

SUPPLEMENTAL RESOURCE LIBRARY

SAMPLE POLICIES

Sample Policy - Client Communication Policy

Sample Policy - Securing Customer and Firm Data Policy

Sample Policy - Telecommuting_(or Work from Home)_Policy

Sample Policy - Password Policy

Sample Policy - Non-Disclosure Agreement

Sample Policy - Written Warning_for Employee

How to Monitor EFIN and PTIN Volume

How to Spot Data Theft

How to Conduct a Background Check on an Employee or Candidate

How to Choose a Qualified Provider

How to Get Clients on Board with Security Best Practices

What to do if You've Had a Breach

CHECKLISTS & MORE

The 8-Step Employee Termination Checklist

McGowanPRO's Cybersecurity Checklist

Kasevya's 10 Tips for Improving IT Security Checklist

Top 10 Tips to Improve Cybersecurity

Data Security Policy Infographic

PPT Deck - Security Awareness Training for Firms



https://docs.google.com/document/d/1H_PuQPSgDuGzT1WB5gY4dkcXa6Pb18_QRuuQMCT3-rw/edit?usp=drive_link
https://docs.google.com/document/d/175CMlXfORSZxqzWfd1ZayWL-MgR6E5UNZAkiRPUREwU/edit?usp=drive_link
https://docs.google.com/document/d/1vKmLHagGMcA6v2dH1TdnalP7AuMWtd9tTg4iOLiH3-g/edit?usp=drive_link
https://docs.google.com/document/d/1C8bEb23yExLTR0NmNtDFA1QwmEtVD0Ju/edit?usp=drive_link&ouid=100243248284648541160&rtpof=true&sd=true
https://docs.google.com/document/d/1AfmOhn-CbbGUOhUkW_PWnNBc9aKHTqRs/edit?usp=drive_link&ouid=100243248284648541160&rtpof=true&sd=true
https://docs.google.com/document/d/1MhoQ5UBgo02h4Eta-Ae4HRE50A_lwlgp/edit?usp=drive_link&ouid=100243248284648541160&rtpof=true&sd=true
https://docs.google.com/document/d/1_bfeK7LUWTxAE1qcK7B9wjI72yU52Vwr/edit?usp=drive_link&ouid=100243248284648541160&rtpof=true&sd=true
https://docs.google.com/document/d/17EAv3VhlNZN_FMlCHXXzOLTsfLorR0V6l3eAmO9q-eM/edit?usp=drive_link
https://docs.google.com/document/d/18pKVw5ySNac2G4AgBzB_TFNil35q_J1m/edit?usp=drive_link&ouid=100243248284648541160&rtpof=true&sd=true
https://docs.google.com/document/d/1wyGqNzWiGUCNVW63apkPqHT2B2xleZo2eJxaAU_stsM/edit?usp=drive_link
https://drive.google.com/file/d/1lJ-V4OQnXodO96O40VDHDy5lz5bJIIZT/view?usp=drive_link
https://docs.google.com/document/d/11dWV6L0IYupqPJv-6YiZWZB6om1KD9Fsrz7-ec5oJ88/edit?usp=drive_link
https://drive.google.com/file/d/1ETjKMqH7b1fwSo88Fank6BkyPdRII2yZ/view?usp=drive_link
https://drive.google.com/file/d/1ThPzWn_KsLSGm8wi5473EwKC-0xV79d2/view?usp=drive_link
https://drive.google.com/file/d/1x-QE3Xx0RBZveP87UOBzjqvt2JN3y7bD/view?usp=drive_link
https://docs.google.com/presentation/d/1oipfESFEArfjGjIymLBwOUJUOohzkrLT/edit?usp=drive_link&ouid=100243248284648541160&rtpof=true&sd=true
https://docs.google.com/document/d/1xuQYW9azfRIwXsiKQCBzHSsAckaGDIVTdcqajWIP9yQ/edit?usp=drive_link
https://drive.google.com/file/d/1PwN-fMaFAXhX-t9vlmHBxcDuIYZgO5dN/view?usp=drive_link

WHAT TO DO IF YOU'VE HAD A BREACH

DOWNLOADABLES

What to Do if You've Had a Breach

iApp U.S. State Data Breach Notification Chart

Sample Attachment C - Security Breach Procedures and Notifications



https://drive.google.com/file/d/1lJ-V4OQnXodO96O40VDHDy5lz5bJIIZT/view?usp=drive_link
https://docs.google.com/spreadsheets/d/11OfAvHNmgN4UrIqs4L7z3Exqu7MJLVsb/edit?usp=drive_link&ouid=100243248284648541160&rtpof=true&sd=true
https://docs.google.com/document/d/19KpB2zbO3I1yUtaxk-vvE_DTr9wiBexoSNHRqUWZj5Q/edit?usp=drive_link

